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Effective October 30, 2014 passwords began expiring on a routine basis and additional password features were implemented with the FastPass password manager  The new password rules will satisfy both the Windows network and IBM server logons.

Please keep the following rules in mind when creating or resetting your password:

· Users must change passwords at least every 90 days. 

· Users will get a reminder fourteen (14) days before password expiration.

· Three (3) unsuccessful logon attempts result in an account lockout. Users should use FastPass to reset their account. 

· Users cannot change their password more than once in a twenty-four (24) hour period 

· Password minimum length is 8 characters. Password maximum length is 63 characters.

· New passwords cannot:
· Match any of the previous twenty four (24) passwords
· Contain any part of your username
· Contain any part of your First or Last Name
· Repeat consecutive characters more than twice

· Passwords must contain characters from three of the following four categories:
· English uppercase characters (A through Z)
· English lowercase characters (a through z)
· Base 10 digits (0 through 9)
· Non-alphabetic characters (for example,! $, #, %)
· Due to limitations by several of our software vendors, the following special characters cannot be used in a password. They are as follows:
^     {     }     [     ]     "     ?     |     *
 		


