
VIM 
 

Virginia Information Technology Agency (VITA) Identity Manager 
 

As of January 2012 your VIM Account userid and password is used to access the VITA firewall. (Note: 
You will continue to use the application specific WIN - - - userid and password to access applications after you 
get beyond the firewall.  For example: DMV applications.)  Instructions for maintaining your VIM password 
start on page 2. 
 

Frequently asked questions 

What is the VITA Firewall? 

The firewall provides access to the mainframe application logon screen for users not directly connected to the 
VITA and NG Partnership network (COV/MPLS Network).  In order to access the mainframe applications you 
need to be on the VITA and NG Partnership network (COV/MPLS Network).  The firewall allows users to 
connect to this network.    

What do I do if I have forgotten my VIM password? 
 
Visit https://accessidm.vita.virginia.gov/externalauth/login.aspx to access the VIM Profile Manager.  Click 
“Forget Password?” and follow the on-screen instructions to enter your user name or e-mail address. If you have 
not yet registered your security questions, you cannot find out/reset your password online. Please call the VCCC 
at 1-(866)-637-8482 for assistance. 
 

 
 
Who are the City’s access coordinators? 
 
 Tom Lloyd and Bob Elliott in Information Technology are the City’s access coordinators. 
 
What are the general rules for a VIM password: 
 

 Password must be changed every 90 days 
 At least 8 and no more than 13 characters long 
 Include at least 1 upper case letter 
 Include at least 1 number 
 Do not include any part of your name or email address 
 Do not use any password you have used as a VIM password before. 



Instructions on how to change your VIM Account password: 
 
Steps: 
1. Logon to the VIM Account Management Website located here - 

https://accessidm.vita.virginia.gov/externalauth/login.aspx 
 

 
 
 
2. After you log in select “Change my password” from the left menu 
 

 



 
3. First type in your current password and then type your new password twice.  Then click “Change 

Password”. 
 

 
 
 
4. You should then see the following screen informing you your password has changed successfully.  You will 

now use this new password to logon to the Firewall. 
 

 
 
 
 
 
 
 



Open a MocaSoft TN3270 session and logon to the fire wall with your VIM userid and new password.  For 
example:belliott@ci.winchester.va.us 
 

 
 

 
 



 
 

 
 
 
 
 



Proceed to the application you are trying to access.  Logon to the application using your userid that begins with 
WIN - - -.  For example:  WINWRE 
 
 

 
 
 

 
 


