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Top Ten Threats

1. Ransomware 
2. Internet of Things
3. Growth of Mobile Malware
4. Hardware/Firmware Attacks
5. Cyber Espionage
6. Extortion Attacks
7. Growth of the Dark Web/Underground Internet
8. Data Integrity Attacks
9. Social Engineering
10. Cyber Theft (Skimming/ Pin and Chip)

Defenses

· Firewalls
· Fortigate Web Browsing filtering
· EdgeWave ePrism Email Filter:
internal.winchesterva.gov/wp-content/uploads/Edgewave-ePrism-Training.pdf 
· Enterprise Anti-Virus/Malware programs from Trend-Micro and Malwarebytes.
· Web Application Firewall (WAF)
· SAINT Vulnerability Scanner
· Improved third party software patching (ManageEngine)

Password Policy 

· Must be at least 8 characters but no more than 63
· Must be changed every 90 days
· Can’t contain any part of your first, last, or username
· Must be complex:
internal.winchesterva.gov/wp-content/uploads/Winchester-Password-Rules.docx 

Confidential Information Protection

· Sending
· Storing
· Personal conversations

Phishing

· Attempts to get unauthorized access to sensitive information
· Poses as a trusted entity
OVER 

Social Engineering

· Everyone is at risk
· Manipulate people to divulge confidential information
· Methods
· Telephone
· E-Mail
· Dumpster Diving
· Snail Mail
· Personal contact
· Social Media

Do’s

· Do check policy 
· Do ask others 
· Do offer to call back 
· Do check with “owner” of data requested 
· Do ask why this is needed 
· Do log what happened 
· Do ask probing questions 
· Do trust your judgment: if it sounds fishy, it probably is 
· Do remember the sensitivity of the information you deal with regularly 

Don’ts

· Don’t be bullied 
· Don’t respond to “Right now” pressure 
· Don’t assume others’ responsibilities in trying to help 
· Don’t make “owner” decisions 
· Don’t give away seemingly unrelated bits of information 
· Don’t say yes just to get him off the phone 
· Don’t view policy violation as an owed favor 
· Don’t forget your responsibility to secure organizational resources 

Physical Security – Personal and Sensitive Information

· Office
· Home Office
· Remote Locations


This Cybersecurity Training PowerPoint is available on the City’s internal website at:

internal.winchesterva.gov/wp-content/uploads/Winchester-Cybersecurity-Employee-v1.3.pptx
